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Applying Vulnerability Protection to GlobalProtect Interfaces

https://live.paloaltonetworks.com/t5/globalprotect-articles/applying-vulnerability-p

rotection-to-globalprotect-interfaces/ta-p/340184
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Disable Device Telemetry

https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/device-telemetry/devic

e-telemetry-configure/device-telemetry-disable

Add a Template

https://docs.paloaltonetworks.com/panorama/l11-O/panorama-admin/manage-firewa

lls/manage-templates-and-template-stacks/add-a-template
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Security Advisories
CVE-2024-3400 PAN-OS: OS Command Injection Vulnerability in GlobalProtect
https://security.paloaltonetworks.com/CVE-2024-3400

Threat Brief: Operation MidnightEclipse, Post-Exploitation Activity Related to
CVE-2024-3400
https://unit42.paloaltonetworks.com/cve-2024-3400/

Zero-Day Exploitation of Unauthenticated Remote Code Execution Vulnerability in
GlobalProtect (CVE-2024-3400)
https://[www.volexity.com/blog/2024/04/12/zero-day-exploitation-of-unauthenticated-

remote-code-execution-vulnerability-in-globalprotect-cve-2024-3400/
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