2025F8H7H

BEARSAL
MREHRSL YY) 2—3a X
Palo Alto Networks & —% —H K — K

PAN-OS WJEGIERA 2 DI & 72 2 ARNIBREIL & BT ZRREEE 7 0¥ 2OV TEE9H)

541X Palo Alto Networks i — % —H KR — F & ZHHAS7ZSWE L THICH D 23 &
9 ZIWVWET, ZDRE, Palo Alto Networks 15 0 | PAN-OS WigiEIZE DB & 72 5 F
RGN & F - RREEE T 0 R A ONWTT T U ASRELEZOT, LTFO#EY
THEHAENE LET,
X KFEINIERD LLIEREF L 2> TEBV 7,

1. A%
20264 E1 H 1 HBXUVR2AH 11 R CICUERMNE~NLNELTESLE L
FEHRTOBHMICOZE L Tid, B 8HaE TR IZE,

2. XNBROPBEK

TREOWT I Z ZHRIH STV 5 BERE,

(1) PAVU—X (VM vV —XEtp)

(2) PA TV —X%EET 5 Panorama (M ¥ U — X&)

3 77U Kkt x=U7 4% —ERZ(CDSS), WildFire/Advanced WildFire, DNS
%= Y7 ¢, URL/Advanced URL 7 4 V% U > 7 M vV —X E® URL
PAN-DB 77 A X— 27 Z 7 R

(4) User-ID % 7-1% Terminal Server Agents

(5) 'WF-500 33 & 0 WF-500-B WildFire 777 1 7 v A



- REIE DA IR & 2R
AEAE O AR EIN 7o B ORI OV TII FREOE 1 &2 TR 7230y,

%1 AHEOADEIR L B

W% 2T 2 B FH %O
AR ZER 2 e
- LH—E 2 NI

URL PAN-DB 7

PAN-DB 75 A ~N—h27 T U R

2032 /12 A 31

202449 7 2 H TANR—Fr7 T | ELTHRETSNGFW &MY
AN — AT I FAT v A DOYEE H 22:05:08 G
PAL ) =X (VM ¥ ) — X&),
Panorama, WF-500/ WF-500-B
HRDNT LD CDSS ~D
i
e  WildFire/Advanced
WildFire Public Cloud
e URL/Advanced URL Fil-
tering (PAN-DB)
75w REME e DNS Security
Xo VT 4P e AutoFocus
I::X‘ (CD?S) » -2 T Ay Ry F N A CFHEBE
TOAAGEIE | vy 290 A LICH
20262711 H PA-200/220/220R FHICES S
T AGEAE PA-500 -
DR 2 PA-800 & J —X

FEAlIL FAQ6 &

PA-3000 ¥ J —X
PA-3200 &V —X
PA-5000 ¥ Y —X
PA-5200 Y —X
PA-7000 ¥ Y —X

VM VY —XBLOCN &~
U —XDOFEMIZOWV T

FAQS 2R

+ Panorama (M ¥V —X%&¥p)

* WF-500 / WF-500-B

2024411 H 18 H

User-ID &

User-ID Agent

L Terminal

User-ID Agent



https://docs.paloaltonetworks.com/advanced-url-filtering/administration/pan-db-private-cloud-overview
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/pan-db-private-cloud-overview
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/pan-db-private-cloud-overview
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/certificate-management/obtain-certificates/device-certificate

Terminal Server | Server (TS)Agent FJOPAT U — | 203241 A 1 H
(TS)Agent ®H | X (VM ¥ J — X & tp) | 04:00:00 GMT
O 24 E Panorama, BIXU\ns/ =1L/ X
OB Terminal Server
SISV C I FAQLS % 50, Agent
203241 A 1H
20:24:27 GMT
WEF-500 / WF-500/ WF-500-B~»PA >V
WF-500-B A —X (VM >V —X&te) $EFaid | 2032412 A 31 H
202641 A 1H o B B
WildFire CA ik | 8% % £7, 06:53:22 GMT
B = FMIC OV T FAQL5 # 2R,

¥ OEAWETICHBENTCWDEL T a1 2FEf L, 202444 A 7HOD
Panorama EHFEAED G IR AEE LI-HA1T BINOT 7 2 a B
BIR0 £,

¥ OFEAMETICHRESATCWEA T a v 252 E L, OS X—=Va a7 v
T T L= RLEGEE T A EOA VR —TFT 4 T T e ANRET
LCWDZEAMHERTHMLENRHY 7, (FAQ9)

% 202548 H 5 AN T, PAY Y —X%#%H+5 Panorama (M >V —X
Eie) LPAVY—X (VM VU —XEtr) OF /S ZFEHAE O HIRRA
20254 11 A 11 B2 5 2026 £ 2 A 11 BIZIEHI S E Lz,




4.

TEAHSR

(1)

(2)

MY VY—=XT7 77T A LEOPAN-DB 7 I A4 _X—+K27F 7K

PAN-DB 75 A4 _X— k257 RURL 7 4 V&V v ZHICHRENTWD M &
V=T TITAT VAL, R2DHBY 8T 4 T AN=TarkAf AR/
LTSN,

¥ 202449 H 2 HETICRHGT 2 0ERH Y £9,

WD CDSS DWW N %45 Panorama 383X VPA vV —X (VM ¥ U —
AETe) -

WildFire/Advanced WildFire Public Cloud, URL/Advanced URL 7 ¢ /v % 1
> 7 (PAN-DB). DNS % =Y 7 ¢, AutoFocus

AT LGB TRFIELFEML TSV,

FARTHFRAAT
FoiA AT E W
HALTETh?
(FAQ4)

a) OSNN—VarD7v7 7 L—FK:
KL SNTWDT NS RE A TOYE, B2 THTXTO
NGFW. Panorama. BLXOM U —XT 7534 T AT, 3 2IZ508,
ENTWVDRIEA=T a Vv NA VA =L ENTWNDZ EEHERLET,
b) TAAL RGHEOA R —T 4 ST RAEET
KEPATY—X (VM U —XET) O RF¥a Ay MIRHEH I TWDF
JIH, F721E 1 2LLEPAT Y —X (VM v —XEt) #FEL TS
Panorama Z {3 2 FIHOWT NN EHEH L T, 7351 ZAFEAEO A
VR—=F 4T T u REETSEET,
PALU—X (VM >V —X5ETp)

(https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/certific

ate-management/obtain-certificates/device-certificate)

Panorama

(https://docs.paloaltonetworks.com/panorama/l1-1/panorama-admin

/manage-firewalls/install-the-device-certificate-for-managed-firewalls )



https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/certificate-management/obtain-certificates/device-certificate
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/certificate-management/obtain-certificates/device-certificate
https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/manage-firewalls/install-the-device-certificate-for-managed-firewalls
https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/manage-firewalls/install-the-device-certificate-for-managed-firewalls

9]

T34 AGERE O R R

FAQI ICFIH SN TV A FEAZ FEi L T 7Z &0,

ETOTNA AL, 202642 A 11 B ETIZAR AR ZRIGT 544
ERHY ET,

(3) User-ID & Terminal Server (TS)Agent @ H £ 84 iEH #

a)

b)

Agent ZHH T HRNCER 2 ICFHFHLINTNHO0SNN—Ta v EZPAYVY —
A (VM > U —Z&te) LU Panorama (21 > A h—/L LET, FEfl
IZOWTIE, FAQI2 25 L T 72 &,

HHr X7 User-ID 8 £ O Terminal Server (TS)Agent # 3@ A L 97,
User-ID Agent & Terminal Server (TS)Agent 7% Prisma Access |Z[E.$%
P+ 288 0E. 2024/9/15 LIKRIZ Agent 27 v 77 L— R LT 2 &
VY, 2O H % TIZ Prisma Access [T /NN— 2 AZHEFENET,
PAT U —X (VM vV —X5¢e) % UserIDAgent & L THEA LTS
Gaid. PAY U —X (VM v U —X5) 2K 2SS N TV HxH
NR=Ta T v 7L —FRLTLEZ,

2024 5 11 H 18 HE THIST 2L E R H Y £,

(4) WF-500 3 & 08 WF-500-B WildFire 7 75 A 7 > A
WF-500/ WF-500-B %% 2 IZft#i SN TV A RIR A=V a T v 77 L— R
LTLEEN,
¥ 202641 H 1 HETRIGT 2RERH D £97,

FEAEO AR OMBE A BT 21213, BUEO PA T U —X (VM &V — X5,
Panorama 3 5. O WF-500 / WF-500-B [Z%f5K OS X—T 3 DRy N7 4 v 7 A/N—
TVarxmEHT LI EEBOLET, A VY=V a7 v L— NI,
SNENTZT v 77— RFRIEIAE > TREBNCFHET 2 LERH Y £7,

#£2 RENA—V T

OS "= =3 KR N—T g

GlobalProtect 23 A ZHIT 72 > TV
LHxtEANN— g v (FAQLT 21R)

8.1

8.1.21-h3, 8.1.25-h3, 8.1.26 LA

[

L LR T




9.0 9.0.16-h7, 9.0.17-h5 LIK

9.1% 9.1.11-h5. 9.1.12-h7, 9.1.13-h5,
9.1.14-h8, 9.1.16-h5. 9.1.17 &L
43

10.0 10.0.8-h11, 10.0.11-h4, )

Yot Rl 1 A

10.0.12-h5 LI

10.1 10.1.3-h3, 10.1.4-h6. 10.1.5-h4,
10.1.6-h8, 10.1.7-h1. 10.1.8-h7,
10.1.9-h8, 10.1.10-h5,
10.1.11-h5, 10.1.12 LA

10.2 10.2.0-h2, 10.2.1-h1, 10.2.2-h4, | 10.2.0-h3, 10.2.1-h2, 10.2.2-h5,
10.2.3-h12, 10.2.4-h10, 10.2.3-h13, 10.2.4-h16,
10.2.6-h1, 10.2.7-h3, 10.2.8 Lk | 10.2.5-h6, 10.2.6-h3, 10.2.7-h8,
G2 10.2.8-h3, 10.2.9-h1 LI

11.0 11.0.0-h2, 11.0.1-h3, 11.0.2-h3, | 11.0.0-h3, 11.0.1-h4, 11.0.2-h4,
11.0.3-h3, 11.0.4 LIf% 11.0.3-h10, 11.0.4-h1 LA

11.1 11.1.0-h2, 11.1.1 LIk 11.1.0-h3, 11.1.1-h1, 11.1.2-h3

LARE

11.2 11.2.0 LAKE 11.2.0 LA

PAN-DB URL | 8.1.26-h1, 9.0.17-h5,

7 4% Y 19.1.17-hl, 10.0.12-h5. 10.1.12,

7 FIA4_— |10.2.8, 11.0.4, 11.1.1 I

cN7ZUR

User-ID Agent | 9.0.6, 9.1.5, 10.0.7, 10.1.2,

/Terminal 10.2.2, 11.0.1 PAR% AT

Server

(TS)Agent

WF-500/B 8.1.26-h1.9.0.17-h5. 9.1.17-h1,

10.0.12-h5, 10.1.12, 10.2.8,
11.0.4, 11.1.1 DIR&

¥ 9.1 %1% 2024 4F 6 A 30 HIZ End-of-Life(Eol) #3M 2 TWE T,
FEAMC X FELTIRREA—IYTA b2 TSI EN,

https://www.paloaltonetworks.jp/services/support/end-of-life-announcements



https://www.paloaltonetworks.jp/services/support/end-of-life-announcements

F<H2HEM (FAQ)

Q1) BEAEY AR — Y A M SN TS TPAN-OS ICHE SN TWDT 7 4 /L bEE
B2 O A IR B DWW TEE 1~4 )| (DA%, 12023 £ 10~12 HDO FE v 7 |) IZ
RSN TS FIEEZFEM L E L, ARIOHERIFZ PA LY —XVM ) —X&T),
Panorama, nZ a7 2 Zg|&fEXmHsnEzdT 2

F, My 7o T4 [EARR] 2FTTH0ERHY £7, 2023 /£ 10~12 HD
ey 7 Tl FFEOHREICER SN ST 7 4L hEE & V— FEENR I N—X
NTWET, By 7iE, SEIEFRHPHORME S —ERZXRE L TWET,

2023 10~12 AD hE Y ZIZRH SN TVDRK OS N—Va V&2 LI-HA T
b, K VIREZRFEERXIG L e b, WEERZIT MBI —ERICEK 212
L SN TS OS A=V a VEEHATO2MNERS Y £7, 20234 10~12 AD e
v 7 O EAT> TR WEEIX, TNEAX Y 7 LTHT KLU 0F 2 1IC7EH
ENTNDH0S N—Va AL TSN,

By IR SN TNDET 7 v a v EFEITLRWGA, £ 1LICE#EILTWAD Y
—EANEEEZITET,

Q2) 2023 F 12 A IZHIBREINIC 72 HEEAEOBRBEN 7 ;U L 2R BRI, A EIOFE
HEOMBEEZ T T IV A LR TDF 2 TN ?

Palo Alto Networks fH:i%, 2023 &4 11 A7 T 7 A LA T, Y M 7 IZ5g#H
SNTWDREAZEOH IR NI SN TS Z & 258k L CWE L7, AlEY E
FTHNTWDEH LWVGEHELZ G OS N— a U 2 RBEREICY U — AT 5 HEHF1E -

TWEHATLE,

FERAEIZ K-> THEE 7 PAN-OS #ERENR G2 £9, ¥ v 7 TRELZZ T SY
— BRI, ZOBENEIET DO EREROFEREREGE T TEY .. 2023 4
10~12 HO by 7 THY EIFonTnA Y —E R L IINERNEL Y £97,

Q3) 2023 F 10~12 AD by 7 OEHEZZ T, (b HEZ#EFHFATLE, &
[ ORI XL 2 EIC, 2028 45 10~12 H O b E v Z TRk STV 5 %15R OS 3
—VarvEEHTOINERSH Y FFH?

2023 £ 10~12 AD FE v Z TR S TWND OS N—V g V&I L TV AR WEE
I, ZNEAX Y T LT Y FE Yy 70K 2ICHEHENTND 0S A=V g V&AL
TL7EEWn,




Q4) Panorama CTHFL S 7= Prisma Access Z {1 L T\ ¥4, Z uid Prisma Access
DHEZEHRL, MOPAT I —X (VM U —XEtr) RFT A ZAFEHLEFA, =
@ Panorama ZfEIET 2 MENH Y £3 7522

Panorama 7% Prisma Access <°fthd PA V) — X (VM vV — X&), Panorama,
Flldn s/ a Ly 2 Tid/e< | Prisma Access DA% EH L TV A HEIX, 2024 4F 4
H 7T HORDHIRORELZ T EEAN, ERETHREIA TV D L 91T, 2024 4 11
H18HETIZOS "=V a v EHTHLERH Y 7,

Q5) CDSS OF /34 ZFEHEICET 2827 a VICHSDPAY YU —X (VMU —X
Gite) BERINFEHA,

ZOREIT, BT 5T, ZGEHEL | AV AR =T 4 VB L OEH OO DL
RHEB oY 2AE2ET, RO PAT Y —XTIFEELETA,

PA-400 3 U — X PA-1400 3 U — X  PA-3400 3 U — X PA-5400 > U — X PA-5450,
PA-7500

DY DG TER A,
Prisma Access., AWS D7 77 K NGFW. Azure F®D 27 77 K NGFW. GCP Cloud
IDS ¢ 77 A4T7 U —VT7F A, Oracle x>y NIT—27 77 AT 74—/

WL Z T HETMIRDO LB TT,

PA-200/220/220R, PA-500, PA-800 >V —X_ PA-3000 'V —X, PA-3200 >V —
X, PA-5000 U — X, PA-5200 U —X, PA-7000 > U —X, VM + U —XB L
CN v U—X

Q6) CDSS OF XA AGEHEIZBATT 2 DI TT 52

¥eED CDSS 7 A7 VS a D7/ A AGEAEEZ, PA YU —X (VM v U —X&
i) DR LICHRHE SN TS CDSSIZT 7 EATED XL H1T, 90 H Z LIZFEAELH
BRICEH LET, ZOMERAIFERNSEASHTEY, £2IZRBESATW5
XRAN—=T a2 KD | GEHFEOTHR R L 256 O = 7 — LB RIBIZSE S
TWET,

202642 A 11 BUARE, 731 AGEHEIX, PAY U —X (VM v U —X&ip) &

Panorama 78%& 1 ® CDSS V727 ) 7> g N7 7B AT B 72O 21—
HALAZ 720 5, ZoEAFETIT, T4 EAKRR) ISR STV D FIEZ Ehi LT
LTEEW, ®RA—=Varz2EAET. CDSS OF /A AFEHEO SV R—F 4 7
BT LR olee, DNSE®*=2U7 ¢, URL 744V 7 WildFire 72 & D



X2 VT4 = RCEEMT Tt F 2 VT A = ADBIEL SRR LR 720 |
779U KXol T 4= EAPRBRHSHE 2R SRR < b £

Q7) MERFIEETE T LB OH LWAIHRIFZVDO T ?
# 3 xR OS N— 3 Vil % OFEHEDO A IR
AERAE B LD 2R
Panorama & 2 2033 4+ 11 A 19 H 23:27:22 GMT
URLPAN-DB 77 A X— 7 50 R 2032 - 12 A 31 H 22:05:03 GMT
User-ID & Terminal Server (TS) Agent | User-ID Agent
D H L FEARENE 2032 41 4 1 H 04:00:00 GMT

Terminal Server Agent

203241 A 1 H 20:24:27 GMT

770 REfEEx=2V T4 —E 2R T A AGEHIEO A ZHIMIE 90 AT
(CDSS) D7 /34 AGEHE T, PAT U =X (VM v U —X5Eie) I,

AEFHEO GRS 15 BENCT

NA AGEEEZFHA A =L LET,

WF CA FEH#E 2032 412 A 31 H 06:53:22 GMT

Q8 VM + JV —XB L CN v U — X T CDSS DT /A AGEHEZ 2T D3]
DB T 72

CDSS OF A ZFEHEFEZ G T HITIE, kD OS N—Va V&2 LET, VM &
U—=ZXDREBICHEHSND TA B 2AZ A FIHESWT, LTFOFIEICHE-> TS
v,

KAVM ) =X CTHEHHIND OS N—T 3 v
VM U —ZXD 0SS N—V g v
10.1.12 LIKE, 10.2.9-h1 LI, 11.0.4-h1

LIBE, 11.1.2-h3 DA%, 11.2.0 DA%

BYOL. ELA, BXUO7 Vv 7 AT A4 A

Bring Your Own License (BYOL), ELA, F72i%Flex (Y7 hU =727 LY v k) 72
EOT I T 4 TT D TA B RAEMEH L TT 7 v A Sz VM-Series NGFW 1 >
AL AT RDOFNAHE S LERH Y £7, ZiUL, 774 X— K~ 77 F (VMware
ESXi 3 L W'NSX, Hyper-V, OpenStack) B3LO0XT7 Vv 7757 KEDVM v

—XIZEHASNET,

(1) VMY —X%&HAL~v—HR—bR—%/L (CSP) (T8 LET,


https://docs.paloaltonetworks.com/advanced-url-filtering/administration/pan-db-private-cloud-overview
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/certificate-management/obtain-certificates/device-certificate

(2) VM-Series { v A& A%, FEOFE 2ICHHENTND OS N—2 g VITHEH
LET,

B) A—HFKF*=2AL bOFIEIZHES T PIN £721X0TP 2 7 7 A 7 v 4 —/LIZBN
L. 73 AGEHEZ RS L ET,

et (PAYG) 714X
NT Y7779 Rv—ry 87 LA X (AWS, Azure, GCP) 7 b 1€ &4 i (PAYG)
ELTCT T uAf ENTEVM VU — XA VARV R F R — 451213 2 SO FiEN
b0 EF,
F7Farl:
BEfE D VM-Series PAYG A v A X L A& Fd KR — K15
(1) VM-Series 7 7 A 7 UV 4 — V&AL ~<—HHR—FKR—%/L (CSP) IT%

LET,
(2) VM-Series f v A X A%, F2ICHHENTWNWS OS X—T g UIHEH
Lij‘o

(B) A=W R¥=aAy FOFIEIZHES T PIN £721X0TP 27 7 4 7 U 4 —/b
ZBIML, 73 ZGEHEZBUG LE T,

(https://docs.paloaltonetworks.com/vm-series/10-1/vm-series-deployme

nt/license-the-vm-series-firewall/vm-series-models/install-a-device-certif

icate-on-the-vm-series-firewall )

FFar 2

FAITHEHENTND OS X—=V g v OWTZEH LT VM-Series 1 A%

VAEHT A LET, BH LI 0S A—V g Tk, TN AGEHEE ST

BHTOIZBMOTFINE (77 A7 4 —/WZPIN £7213 OTP Z:EMT %) 1F4%

HYFEF A,

¥ A7 320, WildFire, URL 7 4 v U v 7 BLXODNS (GE7 R
VARR=Yay) OB TRV Ty g EMHL TWLEE DRI AFET
R

CN v U—=X:
CN 2V —=XZTF A AGEHFEZ A VA b= T L5 FIMTONTIE, A= FFa X
FOFNEEZZIL T IZEW,

(https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment

-prereq/install-a-device-certificate-on-the-cn-series-firewall-updated)



https://docs.paloaltonetworks.com/vm-series/10-1/vm-series-deployment/license-the-vm-series-firewall/vm-series-models/install-a-device-certificate-on-the-vm-series-firewall
https://docs.paloaltonetworks.com/vm-series/10-1/vm-series-deployment/license-the-vm-series-firewall/vm-series-models/install-a-device-certificate-on-the-vm-series-firewall
https://docs.paloaltonetworks.com/vm-series/10-1/vm-series-deployment/license-the-vm-series-firewall/vm-series-models/install-a-device-certificate-on-the-vm-series-firewall
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/install-a-device-certificate-on-the-cn-series-firewall-updated
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/install-a-device-certificate-on-the-cn-series-firewall-updated

Q9 MERT Vv avEFET LItk FEHEOGNMIRA MRS 2101 &5 Tt &
WTE?

CDSS OF A AGEHE

CDSS OF A AGEEOHZHIFIL 90 AT, ARSI 15 BRI HERY
WA A b= ENET, iU, Ay b7y 7 2AEEAL, AR —T 47
ZSET LI T, ROFIRLMEN L TR TEET,

(https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/certificate-manage

ment/obtain-certificates/device-certificate )

(1) &7 /3( 2 ® Panorama 75 Panorama (22 7 A > L, [Panoramal >
VEBIRT S A A > ] > [T 31 ZFERE F) | 12B8#LE7,

Q) BEBEOEPHEDAT —H AETT A=A RFa2 AL FOAT v 7 855 LT
<TEEW,

(https://docs.paloaltonetworks.com/panorama/l1-1/panorama-admin/manage-

fire-

walls/install-the-device-certificate-for-managed-firewalls/install-the-device-cer

tificate-for-a-managed-firewall)

PAT U —X (VM 2 U —X%Eip)
WD CLI 2~ REFEITLUTHERLET,

> show device-certificate status
Device Certificate information:
Current device certificate status: Valid
Not valid before: 2023/11/23 05:22:46 PST
Not valid after: 2024/02/21 05:22:45 PST
Last fetched timestamp: 2023/11/23 05:32:46 PST
Last fetched status: success

Last fetched info: Successfully fetched Device Certificate

Y OFEHE User-ID ¥ X U Terminal Server (TS) Agent ® H L& 4 FEHE, WF-500
/WF-500-B, 53X O'URLPAN-DB 774 X—h27 707K (M¥VU—X)
INBDFERFIZOWTI, ARMIRZ EEME T2 7EITH 0 A, LERTIE
NETTHE, BEEZT AL —E A3 LWGEHEZ BEICHEH L CLe
RGN LE T,


https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/certificate-management/obtain-certificates/device-certificate
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/certificate-management/obtain-certificates/device-certificate
https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/manage-firewalls/install-the-device-certificate-for-managed-firewalls/install-the-device-certificate-for-a-managed-firewall
https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/manage-firewalls/install-the-device-certificate-for-managed-firewalls/install-the-device-certificate-for-a-managed-firewall
https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/manage-firewalls/install-the-device-certificate-for-managed-firewalls/install-the-device-certificate-for-a-managed-firewall
https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/manage-firewalls/install-the-device-certificate-for-managed-firewalls/install-the-device-certificate-for-a-managed-firewall

Q10) Y F¥x = AV MIiE# SN QW BIEAL R &2 Fhii L& LIS BB 5 LEN
HLFERLITHY F30°
INOHDOFIEEZETT 5L, 2026 4F 12 A 31 AL E CTHFHEO EFHITMLER L Y
i‘a—o

HFHIAIZIZ, 2025 423 A 1 HUBRIZ U U — A &% PAN-OS 35 L O Panorama ®9°
RTCOAVY =V V—RA A F =V V=2 BLIOALTF LRV U —RTi%, &
K 5 AR OIER NG EAT D IARGEHER DWW TWET, HOIALGEET, %K
OS "=V a VDO TPEINTZYR—METHEZBRECHLAENTT, 2077 a—F| &
V. Xy FU—Z7 ORERPIES ., 5% TFE CRENEZ B 5 LR R R0 F
R

EHMIC T8 LWVASER R EF RS S o ANEEI NS TETT, —0o7akx
WXV GEAETIa T oY EHRBIOSEE D OS T v I T — FO—E L LTI
FHENET,

Q11) ZIABAHE E 7= 13w fE AR 54 23 CDSS O F /3 AGEME DB L Z 1T 7200
IR E T ?

Threat Prevention & Advanced Threat Prevention Ot I ZERBNIHEN. S TERY |
fit> CDSS THEH I4L DT A AGEHEIZIIKAF L EH A,

QI2)PA TV —X (VM >V —X&Tp) [ZHRENN—V a &ALz, UserID B X
! Terminal Server (TS) Agent Z T T2 MERH D DIERETTN?

PAT U —X (VM vV —XE¢p) IZXK OS N—V a &7 5 &, UserID Agent
B X O Terminal Server (TS) Agent Dii J7D/3— g > (GRHARYY 2024 4= 11 A 18
HOHWGERE & AR OEWE LWGEE) oiZ F AN X o127
DET, ZHIZEY | User-ID N—2ADR Y —HRe~D B L K/ NRIZHI 2 T Agent
EEHTELEOICRDET,

N Agent 2 HHTT 5 &, Agent [TAMMIROFHET LWGEHFE O A 2Bt L
T, ZOREHFEIZPA LY —X (VM ¥ U —XGT) (TS enizd, PA Y
J—X (VM U —X5Gte) 1L UserID DEFHEZELR RV ET, LEER-T,
PA LU —X (VM vV —X&te) ~xfK OS "— 3 &35 £ Tlix, UserID
R=2DFFa2 T 4R —NHrEnTLENET,



Q13) AEIBHULIEA—T RF¥a AL MIMMEFETHHATEET»N?
BEOSFHEICHRINTZA =T FFRa A2 M, FTROGFTNPOAFTEET,

(https://docs.paloaltonetworks.com/translated)

Q14) FLOT A A (PALV—X (VM > U —X&¢e), Panorama, M vV —X) (&
Y AR— bRBRIATTN, EOX I RN H Y 3002

PA T Y —X (VM vV —XEte), Panorama, 721X M v U — ARV R— Fxfgest
T, WebUL b3t N—Ya vaFyrn— RTERWEEIE, W AZ~—HF— |
AR—#/ (CSP) > Updates > Urgent Updates for Unsupported Devices 7> 5 x5 /3
— g v & User-ID £ L O Terminal Server (TS) Agent 24 7> n— K CT&£d, &
JA v LTH U rr—RT51iE, CSP T AU Y Fafio TV ARLERD YD £,

Q15) TPAN-OS ICHE SN TS T 7 4/ FEEIHEO AR OV T (ZEEH
EN T2 UserID 8 LY WF-500 / WF-500-B ZERAEO RISk Lz ?

TPAN-OS I[ZHJl S AV TN DT 7 4 /b FREEO A ZWWIREIALIZ DWW T 12l PA &~
J—X (VM U —X&¢e) F£721% Panorama (28T 57 —#% OFEME (User-ID,
IP # 7. Usertag. GlobalProtect HIP, [@EftYV A k) (2 S5 T 7 4 /v Mk
L b— FRERAEO A SR O EAK RIC OV TR STV ET,

ZO ¥ > 7 UserID £ L Terminal Server (TS) Agent & PA > U —X (VM v
U—XEte) WOZERIEEICETL2HDOT, I AX LAFEHELMEHL THAEOM
IR CE A, DAXLFEAZEIE, PAV Y —X (VM VU —XEt) BoOEE
X Panorama & DEEEITHO OO S a L LTI EEMMHATEET,

WF-500/ WF-500-B/Z. PA U —X (VM >V —X%%te) & WildFire 7 754 7 >
AP CDSS N7V w7 7T RADOERIBEHGICEE L CWE Lz, HAG R ~D %t
ST LTWADEAIT, 2026461 A 1 LB BRI T £,

Q16) CDSS DT /3 A AFEHEDORD Y IZH A X LGEAEEZMHCEE T2
N A2 LFEAEIL, MIPAB DT A AGERFEL L OEE T 2 FHA N =X L& E &
R DTDIHEMT L2 LT TS EE A,



https://docs.paloaltonetworks.com/translated

Q17) GlobalProtect XN/ > TV D PA T Y —X (VM LU —XEfe) DORIHN

—VaVNRRLDF R TETN?

GlobalProtect 23 N7z > T DH PA Y ) —X (VM v U —X&te) TlE, #2125
HENTVWEHEARA=Ta v I ENA—=D g VEFATISNERHY £9, Zhi

CVE-2024-3400 7 b 2 R4 5720 T,

CVE-2024-3400 PAN-OS: Arbitrary File Creation Leads to OS Command Injection
Vulnerability in GlobalProtect
(https‘//security.paloaltonetworks.com/CVE-2024-3400)

Q18) xIEN—V g o TRAL SN DFEAEAFHT 52DV IC, User-ID B LW
Terminal Server (TS) Agent & PA U —X (VM VU —X&T) B TH AL LEFHE
A TEETN?

12\, User-ID ¥ & Of Terminal Server (TS) Agent & PA U —X (VM VU —X&
Te) MOLZREIZBIEDTDITH AL LFEHEEEHTEE T,

HEESRELT, PAVIY—X (VM vV —X&1Te) IZ UserIP v v 7 &igMk3 5
72912 Windows ~X— A ® User-ID Agent & Terminal Server (T'S) Agent D i /5 % &
Bl L CWAEA, et LORIRIZE D A X AGEHENERE L EHA, Z072H, PA
YIU—X (VM VU —XE) 2R 2IRSINTVEHKOS N—V a7 v 77
L—RT252¢2BTTOLET,

Q19) User-ID £ L O Terminal Server (TS) Agent ® H C.BAGEHED AT — X A% F
RARTCEHHEMEY —WIEH D F3 002

H—7v v —AD User-ID F = v 7 —/L73 GitHub THIHAIEETY, a7
HZ LT, &TOT A AL User-ID £ L O Terminal Server (TS) Agent TIHIT X4
TW5H O0S/N—Va b Agent N—T g U EHBIITE £9,

ZOY =T, 2024 4F 11 A 18 HICH IR 2 5 At E OB A %1720 08 N
—V gt Agent N—V 3 T, BEMOT NS AEHERICHESELZE2HNE
LTWES, ZOY—uE TBROFEX] V) -2, RKEXOVR— MIdHV £
Moo

UserID 5= v 7Y —/b

https!//github.com/PaloAltoNetworks/userid-check



https://security.paloaltonetworks.com/CVE-2024-3400
https://github.com/PaloAltoNetworks/userid-check

Q20) HA ###A TWVWD PA U —X (VM v U —XEie) OF 31 AGEHEHH

(ZREL T

|_PSEHOBSE2 -

e Active-Passive % % 7= HA ik

® Passive I —EANL— FRREEINTELT, MGT A — hE L TA ¥ —
Xy MERET D56

X TR PA VY —XIEEELZITEREA,
PA-400 U — A, PA-1400 > U —X_ PA-3400 > U —X_ PA-5400 > U —X
PA-5450, PA-7500

WA

=R N— " BT —FR— M EFHT S LI HA KA A TV 5854, Passive

WOT—HR—MIT Yy R T LTNDID, ¥ —Fy MRS TV E

Hh, £DD, T34 ZFEAEO HEVEH)S Passive l CIIATR O ET A, 2D

KM TT = A A — =3 FHET 2 & Passive # 13 Active IZUJ 0 bW £33, A

RNIRT SA AGEAE LRI IRVIREB L 700 £, ZORENGHEET HI2F. 751
AFEAE Z FE THBET D0ENH Y £,

B, P—ER— FRRE SN TWRNGA X, Passive #1X MGT R— F &4 L

4/5~ZVF_&m¢ét@\7A4xﬂ%%®E%7ntxacmﬁbiﬁa

% KRB, Active-Passive Zfif 2. 7c HA ML D 528 L £ 797, Active- Active % i
z 7= HARERRIEZ, —E AL — hEFHEL TV DIPENCELLTRELZ T F
A,

TN, ANKBBEORE 22T 5 G E iR T 5121%. [Palo Alto Networks |
= 2B LY IDNS] h—E 2D —E A /L— M‘%Eﬁ’%*ﬁ?ﬁ LTL7ZEN,

BOOTRTOPATY—X (VM U —X) [ ZWELZ TET, 200, %iboE
WER F I TEA R B LI T,

|Eipiis

UTOFNATT NA AGEAE L RS LET,

(1) FE 7 ANF—N—ZFTLT, h—ERL— NEFOREL 5T 5 Passive
B (T A AGEHZEOHSARSEIN TV D) 23 Active IRFEETH 5D Z & 2l L
£9



(2)

FEH) T = A VA —N—

https://docs.paloaltonetworks.com/pan-o0s/10-2/pan-os-admin/high-availability/

set-up-activepassive-ha/verify-failover

PA LU —X (VM ¥V —X&T) %7213, Panorama #{#f L TF /A AFEHI#

DB TOITVIRNT N, ADOFBGREI TV ET,

¥ WildFire 7 5 7 R —E ZA~OEHHT, £20x5E 0S N—Ya v aEHT
LZETITAET,

PA U —2X (VM ¥V —R%1p)

https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/certificate-manag

ement/obtain-certificates/device-certificate

Panorama

https://docs.paloaltonetworks.com/panorama/ll-1/panorama-admin/manage-fir

ewalls/install-the-device-certificate-for-managed-firewalls/install-the-device-ce

rtificate-for-a-managed-firewall

WiEARI R
AREEOXE OS X—V 3 VXL TO®EY T,

X1
%2

#£5AKOSNN—Ya DY Y—RH

X OS N—TV g YyY—=2H
11.2.x RIEX1
11.1.x FREX1
10.2.x REX1
10.1.x YUY —RFERLX2

UY—2H1X20254 8 A 81 BETIZA—INOIRREINDTFETYT,

10.1.x DEFEESFR— MIKTLTEY , BEREY R — FDOALERSTEY ET,
102.x DHK OS N—Va VB Y Y —RENKE, OST v 77— FEBEW
WiELET,


https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/high-availability/set-up-activepassive-ha/verify-failover
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/high-availability/set-up-activepassive-ha/verify-failover
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/certificate-management/obtain-certificates/device-certificate
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/certificate-management/obtain-certificates/device-certificate
https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/manage-firewalls/install-the-device-certificate-for-managed-firewalls/install-the-device-certificate-for-a-managed-firewall
https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/manage-firewalls/install-the-device-certificate-for-managed-firewalls/install-the-device-certificate-for-a-managed-firewall
https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/manage-firewalls/install-the-device-certificate-for-managed-firewalls/install-the-device-certificate-for-a-managed-firewall

Q2D DO PAL YV —X (VMU —REE) oD F77 4 v 7 Z{ki#T %5 PA LY
—X (VM ¥V —=XEte) ReL5E, T34 AFEHEO B 4 EH AT 9 (I3 23424
ETEN?

AMegatt DB E =T 5 CDSS 7 A7V 7y a vy AL TS PAY Y —X (VM
VU —=XEL) MWODOERNT T 4y IV ENAANV—NT T 4y L LTHREL T
2PAVY—X (VM v —X5Te) OitFELEEHT 5 HEIC>EE LTI, Tic%x
IZRLTES N,

% BT HITICSP T AT MEFIA L TWAMERD D £7,

Device Certificate Renewal for NGFW Devices secured via perimeter firewall
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA1Ki000000X
ZKWKA4

Q22) CDSS DT A AFEAEDOEMHIBIER SNZDIZRETTN?
BEBICHERIELZ BT L TWEEL 12T, T3, REHEOEZHRE 2024 4
11 A 18 B»H 20262 H 11 BETHEE INE L7,

Q23) Palo Alto Networks #t2%, T34 AFEHBOFHHBEIEE LEiT 22 L3 TX
BVDTEN?

fh DIEAEBLEDRE L TR Y . SEIDOMEHM N RITERIFEAZDOER L VIR
THEHY ER-A, WRFIELEETHZEITEY, FREZY 5 2MEORLEMESEE
ERET2ZL2BMELTVET,

Q24) WF-500/ WF-500B # 7 v 77 L— ELAWE ¥ 520 37

PA TV —X (VM vV —X&¢e) & WF-500/ WF-500-B ] Di@{F 128 L. PA TV
—X (VM V) —=RG0) Lo TRESNE 7 7 A NVOHELZBIFTE 2RV X
7, X HIZ, WF-500/ WF-500-B iX Panorama IZ L 2 EFEMN T <Y 7,

Q25) WE-500 / WF-500-B D7 /S RFEAED AT — ¥ A B HERT 51213 E 5 Tt
LWV

TNRA RAGERABDRT —F A2 EHEERT I HEEH Y ¥ A,

WF-500 / WF-500-B 2%} OS 2 @A T2 2 & T, FHLWT /A RFEHAENA R b
—NVINET,

Uk


https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA1Ki000000XZKWKA4
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA1Ki000000XZKWKA4

