202647H24H

BEARSAL
MBSt YY) 2—va X
Palo Alto Networks 5L = — 4R — |

[ZExtii] WildFire AN— % /136 K OY APT D& Ffif§RED Strata Cloud Manager ~DBATIZ OV T

31T Palo Alto Networks Sl — VR — 2 TR 7ZEWVWELTHICHD N E D T80 ET,
Z O E, Palo Alto Networks X ¥ WildFire 18— # /L3 X 1Y WildFire API O &-fEf#HEDY Strata Cloud
Manager ~#BAT+ 55, 7+ U AShE LT,

1. s
WildFire O LL T OF§REN Strata Cloud Manager ~fE{T 3L TCWVWE T,
+ WildFire ;" —Z )L DO R-FaMEE(* 1)
- WildFire API O fEkEHE(*2)

BATIZLEW WildFire AR —# L3 L OVCSP V1 ~MIBiT 5 WildFire D4 FEFERE DOHEHLIX 2026/8/31
EHoTHRTERY ET, 2026/8/31 LIEL G| Efix, 2o OMEEOFIHEZRL I N D BEHKICE
M LE LTI, Strata Cloud Manager O f 72 & TNC WildFire API % — D172 ZTaF < 72 30,

(*1) WildFire R — % /L DO4-FE Web ¥4 b ®—E (https://wildfire.paloaltonetworks.com/ 72 &)
IZ> & £ LTIE, LLF Customer Support Portal(CLfE, CSP ¥ M) TIZML 72 &V,
CSP %1 I > WildFire > WildFire Portals

(*2) WildFire API O&FEIEREIC D& £ L CiX, BAF CSP ¥4 TRt oML+ L 7,
CSP %1 I > WildFire > WildFire API Keys
CSP %1 I > WildFire > WildFire API Usage

2. L
Strata Cloud Manager OF|H % ZHist< 721y, Strata Cloud Manager # #3521, Blli& 7
AV ADT 7T 4 _X— NP QE L7 F£9, Strata Cloud Manager (21X A ER D Strata Cloud
Manager Pro 7 1 £ 2 & #Ef D Strata Cloud Manager Essentials 74 £ 203 H VY £,
77T 4= FFEIRICOE E LT, AR — A MCERHO TRRFIEEZ SR TE 30,

- Strata Cloud Manager @7 7 7 ¢ ~X— |k RJlAE
[# v r— K] > [FEE] > Strata Cloud Manager (IH AIOps) ®7 7 7 4 ~— K FJEE

WildFire API & — % B H D EBEHEIL. Strata Cloud Manager ~D#47% ZHiaf< 72 &0,
WildFire APT ¥ —OBATRIAIC DX LTI, Bk 1 2 TR 7E30,



Z OMFFFLFIH

(1) WildFire \Z8B1J 5 7 7 A L ORREEEIZ DN T

Advanced WildFire 7 1 & > X £ 713 WildFire 7 1 & A ZBFH TRV IBEERIL, Strata Cloud
Manager 7°5 WildFire ~F8ICT7 v 72— RN L7277 A VOREHKEZ ZHHTELS Z L3 T F
A,

Strata Cloud Manager TIZ 4K OFIHIZHT=0 | 1 2Ll LD WildFire API F—%£&f L TW»
HRENRH Y T, [ API F—OLRA 1213 Advanced WildFire 7 1 & > A % 721X WildFire 7 1 &
VABMEL D £,

(2) WildFire API FEOVH LIRFIZ IS 1T B R8REHT il T

WildFire API FEOMH LIFFODFE uﬁji_ﬁ X, 2027/1/15 £ CUTF 2 o0 FNB Y HR— b ENET,
- API ¥ —IC L HFGE (e DFEAETTE0)

T I RBA =T NCLD =7 = ARG

2mwm5u%i77kxb—7/ £ h =7 v R=AFEFEOHZ B R — F S, API F—I2 X %
PRREIX BT 5 L 912720 £9°, WildFire API # ZF|HOBERIZE U E L CiE, MH F TR
REFROEHE DI Z TRt < 7230,

=2 = ZFRFEZ K 5 WildFire APT O FEATHIIZ>E £ L TIE, B2 2 T2 T7EE 0,

(3) KR M E w7 OFEMSCHA T BT DONT
Ry 7 OFMCRITERIC OV T, Fi2® Palo Alto Networks - _X— T T ISR 72
S0, FAQ BTk £,

https:/live.paloaltonetworks.com/t5/customer-news/wildfire-portal-transitioning-to-strata-
cloud-manager/ba-p/1255117

TN ITIECSP 7 U FEF A LTV DRERH D £,

CSP 7 v v e E ZTHEDGE L, VAR — A b> —E 2> Wi b Ok k b2
STV % [Paloalto fEl AMEFHEUGHIGE 7 4+ — &) ICHBEFIEZ ZRRATARE | 7 7 A V2 LTl
FEYR— FEAETHFEL TRV,

Bk, SN TV LU EOFRIFFIRINTEY T A, SLHNAEL EOFRIZ OV TIE, Btk
A= R TIEBEABLPRET ZL2TOITRILZSN,

ULk


https://live.paloaltonetworks.com/t5/customer-news/wildfire-portal-transitioning-to-strata-cloud-manager/ba-p/1255117
https://live.paloaltonetworks.com/t5/customer-news/wildfire-portal-transitioning-to-strata-cloud-manager/ba-p/1255117

AL 1 WildFire API & —® Strata Cloud Manager ~D 1T FJE

1. BATOWHRh
WildFire API % — % Strata Cloud Manager ~&477 2Dz R L E£7,

Custom Role OfFEfL (12-1. Custom Role DR M)
I
Y—ERT7 AU hOER (12-2. F—E 2T h o hofERk) B#)
I
WildFire API & —®O#47 (3. WildFire API % —0DO &7 &)

Custom Role DfER :
YP—ERT AT b AP ET HMHEROFZE (Custom Role) ZEKL £, AFIETIEIA—TD
HELEIZHEN, T 7 B A b=  ORFFICHRHE L7 MERR 2 I L £ 97
Y—E2T7 AU FOVERK
TIRA N7 VBRROBITHCHWS T I b (P—E AT I TR BERLET, Y
E AT B MIVERL L7z Custom Role #%I0 4 TH Z &L THREZ S LET,
WildFire API & —DOAT :
WildFire API % —#% Strata Cloud Manager ~#17L, —EXT7 v K EfDSITET,

2. Custom Role 8 XU —E X7 7 b DERL
2-1.  Custom Role O1Efk
(1) Strata Cloud Manager ~%7 71 > %%, System Settings > Identity & Access Management
JNELZ iy A B L E T,
(2) Roles # 7 > Custom Roles # 7 DJHEIZZ V v 7 LET,
(3) it ko> All Tenants |Z°C Custom Role #1Ep3 57+ F%& 27 U » 7 L, Add Custom Role

7V v LET,
(4) Add Custom Role TLLFOIHZF&ELE T,
REHEH BiCs]
Name Custom Role D4 Fr& AT L £,
(W 2H) il : sample

Display Name Custom Role D& -4 2 AT LET,

(A7 ay) 5] : Name |Z sample, Display Name (Z SAMPLE & AJjL7-%;
% . Custom Roles # 7123/~ 11 %4 #(Custom Role Name)l&
SAMPLE & 720 £9,

Description Custom Role D&t & AN L £,

(M 2H) f5il : Custom role for creating WildFire API tokens

(5) API # 7'>Add Permissions DJEIZZ U v 7 L,



(6) MM iam & AT L TERSINTZHRBRERENS . LLFO Permission (ZF = v 7 % AL
WLET,
+ lam.custom_role

+ lam.service_account

(7) Save #7 YV v 279 5L ., Custom Role 2MERL & E 1,

2-2. H—E AT H T NOIER
=27 AT FEEMR L, 2-1.CTER L 7= Custom Role #E| 0 4 TE 9,
#2-1.O(NMS, HlTFTTH—ERTH U MEEHRT HE5E. 2-2.0Q)DFNEN S i L F9,

(1) Strata Cloud Manager ~%7 71 > 1%, System Settings > Identity & Access Management
JNELZ i 2R L £,

(2) Access Management % 7 > Add Identity DJEIZZ U » 7 LET,

(3) M £ All Tenants (2 CH—E AT AT NaERT 57 4227 U~ 7 L, Add Identity

270y 7 LET,
(4) Identity Information CLL FOIHHE Z5%E L £ 7,
R EH A B!
Identity Type Service Account Z 3R L £ 4,
(W42H)
Service Account Name | =Y A7 U NOARHE AN LET,
(W2H)
Service Account Contact | #—E AT AW v MIHEZED email 7 FLAZ AT LET,
(F7vay)
Description P—ERT AT RO EALET,
(F7vay)

R - KEEICERS, ZOBEICREYREZERST D2 LT TEEEA,
X E%, Next 27 YV v 7 U CREAEIZER T DHNIC, RENEE TR TE SV,
(5) Client ID & Client Secret D% & HifS L 9,
B FOav—TAark27 )y 7 LTEZ 28— LTHRET 52, £721% Download CSV
File #7 Vv 7 LTCSVEATHF U ya— RLTHRELET, BE#%, Next #7 U v 7 LT
RE A IER L £ T,
& : Client Secret L FFffERE A CTE FH A, PEZITMEFEICHIG L T ES W,
(6) Assign Roles TULFOIHE Z5%E L E T,

A EHE H G
Apps & Services (#47H) | All Apps & Services %8R L £7,
Role (.78) 2-1.CERk L 7= Custom Role Z#| 0 4 CTE 7,

(7) Submitz#2 V v 27 35L, y—ERTH T FBMERSILET,



3. WildFire API ¥ — D17
CSP # 1 b~ _Eod WildFire API &% —% Strata Cloud Manager ~17 L 7,
HE . 847 L7 WildFire API s — %31/ J > b ® Strata Cloud Manager ~FEBITESE25 Z L1
TEFEH A, BITOBRIZIE FRORIC ZHEESZS Y,

(D) C#b 727+~ b @ Strata Cloud Manager ~2 74 ' L CWNAHZ &,
(4)T¥3% Strata Cloud Manager ~#173 2 #b)72 WildFire APT ¥ —2#R L T\ 5 Z &,
(B)THE R — AT T FEBIRL TS Z L,

#X2-2.0(NM BT TRATZAT 5 Hh . 3.0QDFIEN B FE L 7,

(1) Strata Cloud Manager ~2 7 A > L £,

(2) Configuration>WildFire Setting O NEIZ i 2 B4 L £ 9,

(3) M ko> Start Migration DR X %7 U w7 LET,

@) TNE T A =a—IZFREINTWD WildFire API ¥—1 5, BITT 5% —IZF = v 7 2 AR
TEIRL, B EO Next #27 U v 7 LET,

(5) WildFire API ¥ —IZft-DiF 2 —ERXAT7h oy FERIRLET,

(6) M D Migrate 7 V v 7 9% &, WildFire API ¥ —23 BT E 7,



BIHL 2 h—2 o _— REEFIC X 5 WildFire API @ 34745
227 1) 7 Mz X % WildFire API O E{ 76 2 LL FloR LET,

W7 VA =7 OERLIGE
Palo Alto Networks ttDH—_"~T 7t A h—7 U ZFR L E7,
A7 YT b

curl -X POST https://auth.apps.paloaltonetworks.com/am/oauth2/access token
-u CLIENT_ID:CLIENT_SECRET

-H "Content-Type: application/x-www-form-urlencoded"

-d "grant_type=client_credentials&scope=tsg_id:TSG_ID"

JLA
« CLIENT ID:CLIENT SECRET : Client ID & Client Secret # AJ1 L F 7,
< TSG ID: 7+ ID&E AN LET,

Palo Alto Networks DOV — "B T 7B A M —7 U OIREBNIK YD F£97,
WG

{
"access_token"" 72 EX p—2 2",

"scope":"tsg_id:TSG_ID profile email",
"token_type":"Bearer",
"expires_in":899

}

LB
c TIERP—2 BTN F—TFT— g (T EN-NEIOMEAEE X £,
< TSG ID: 7+ FIDHE AN LFET,


https://auth.apps.paloaltonetworks.com/am/oauth2/access_token

B 7 A LDk L AR— DG
Palo Alto Networks D% — 167 7 A L OAE LA — b xml B THEE L £,
27 VT b

curl -F 'hash=» > = f&'

-F '‘format=xml'
-H 'Authorization: Bearer 72 &X f—2 2"

'https://wildfire.paloaltonetworks.com/publicapi/get/report’

FLB
AT 77 ANDNy v 2 fEE(MD5 7213 SHA256) % A1 L £9,
- format=xml : L7 "— FOHJEXE xml IZHEEL £7,
c TFIERX =2 T IVRBA N B AN LET,

Palo Alto Networks O — 3025 xml FEROBEL R — K DOIRENIKY £97,
N

<wildfire>
~~ i~ ~
<report>
~~ i~ ~
</report>
~~ i~ ~

</wildfire>

Uk




